Abstract-All cooperative control algorithms for robot teams assume the ability to communicate without considering the possibility of a malicious or malfunctioning robot that may either communicate false information or take wrong actions. This paper addresses the development of formations that enable resilience, the ability to achieve consensus, and to cooperate in the presence of malicious or malfunctioning robots. Specifically, we use the notion of robust graphs to build resilient teams, and focus on the problem of designing robot formations with communication graphs (each edge models a bidirectional communication link) that are robust. We present algorithms to build robust graphs. Given a set of robots and the maximum number of malicious or malfunctioning robots, we are able to 1) state if it is possible to build a resilient team; 2) say what the proximity relationships that enable communication ought to be; 3) construct elemental resilient graphs; and 4) develop a framework for composing resilient teams to build larger resilient teams. We illustrate these algorithms by constructing resilient robot formations in the plane.
I. INTRODUCTION

C
ONSENSUS algorithms are ubiquitous in the area of multiagent systems. They have a widespread use in many different robotic applications such as formation control, area coverage for data collection and multi-vehicle coordination [1] . However, previous work addressing such systems do not consider malfunctions or external attacks on the system by directly influencing the individual robots [2] , [3] . Robustness of networked systems and the development of algorithms to achieve resilience against misbehaving agents have been a topic of study in recent years [4] - [7] .
The work in [8] , [9] and [10] presents the Weighted MeanSubsequence-Reduced (W-MSR) algorithm, which provides dynamics for a networked system to achieve asymptotic convergence to a value in the convex hull of the values of non-malicious nodes. It exploits an important graph property called r-robustness, which provides sufficient conditions for the W-MSR algorithm to work. Furthermore, [10] provides an analysis of the complexity of determining the extent of r-robustness of any given network, concluding that it is coNP-complete. The work in [8] and [9] presents a method to increase the number of nodes in a r-robust graph by continually adding nodes with incoming edges from at least r nodes in the existing graph.
Previous work proposes a method with non-polynomial complexity to test the r-robustness of given graphs, but no efficient method to construct them without relying on an already existing r-robust graph. In this paper, we build on the previous work in [8] - [10] and develop a framework to systematically construct r-robust robot networks, starting with an arbitrary set of robots or nodes. In particular, we provide algorithms to construct the graphs with the smallest number of nodes necessary to achieve resiliency against a number F of malicious agents (robots), which we call F -elemental graphs. We then proceed to provide a set of rules to construct resilient graphs or robot formations through simple subgraphs (subgroups) and by using simple operations allowing additional nodes or robots (subgroups) to join the team. The algorithms derived in the paper provide the network of edges necessary to connect new nodes to the graphs, removing the need for manually designing every new edge required. We also show how the resilience of a graph can be increased or decreased.
The paper is organized as follows: Section II is a brief summary on the ideas behind r-robustness and resilient robot formations. Section III describes methods to build elemental resilient graphs, as well as to compose resilient graphs and modify their robustness. Section IV shows an approach to constructing resilient formations of robots.
II. BACKGROUND
In the following, we introduce the fundamental concepts that underpin our work.
A. Fundamentals of r-Robustness
Based on the nomenclature in [9] and [10] , let an undirected graph be described by the pair G = {V, E}, where V is the set of nodes, and E is the set of edges of the graph, so that an edge (v i , v j ) ∈ E indicates that nodes v i , v j ∈ V are connected. The set of neighbors of node v i is defined as
, and the degree of a node v i is denoted by d i = |V i |. Suppose the nodes share a value x i with their neighbors in the network, and each node updates its value over time according to some nominal rule of the form
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Definition 2 (F-local set):
A set S ⊂ V is F -local if it contains at most F nodes in the neighborhood of the other nodes for all t, i.e.,
Definition 3 (r-reachable subset): The subset S ⊂ V is said to be r-reachable if ∃i ∈ S such that |V i \S| ≥ r, where r ∈ Z ≥0 , that is, if it contains a node that has at least r neighbors outside that set.
Definition 4 (r-Robust graph):
A graph G is said to be rrobust if for every pair of nonempty disjoint subsets of V , at least one of the subsets is r-reachable. Fig. 1 shows examples of r-robust graphs. Theorem 1 relates asymptotic convergence of consensus to r-robustness: Theorem 1 ( [9] ): Consider a time-invariant network modeled by a digraph G = (V, E) where each normal node updates its value according to the W-MSR algorithm with parameter F . Under the F -local malicious model, resilient asymptotic consensus is achieved if the topology of the network is (2F + 1)-robust. Furthermore, a necessary condition is for the topology of the network to be (F + 1)-robust.
We are interested in the ability of the network or team to be resilient to the presence of F malicious team members. Thus, we use the maximum value F that, according to Theorem 1, allows for resilient asymptotic consensus as a measure of resilience.
B. Graphs and Robot Networks
It is possible to relate nodes in a graph to robots in a robot network, using an appropriate model to relate edges between nodes to connections between robots. For simplicity, a distancedependent communication model will be used in this paper. Let A with elements a ij be the adjacency matrix associated with the robot group. a ij will take the value of 1 if the robots i and j are within a distance R, or 0 if they are farther away. Let p i and p j be the position of robots i and j respectively. Then,
With this communication model, it is now possible to associate an adjacency matrix to relative positions between robots in space. The work in [11] proved that, for a graph G with isoperimetric constant i (G), if r − 1 < i (G), the graph is at least r-robust. This result, together with the bounds on the algebraic connectivity λ 2 of a graph G as a function of the isoperimetric constant
where d max is the maximum degree of a node in graph G, leads to a lower bound on the algebraic connectivity to ensure r-robustness:
When applied to controllers that regulate the algebraic connectivity of teams of robots, this bound ensures r-robustness of a group of the robot network [12] - [14] . Nevertheless, this value of algebraic connectivity is sufficient but not necessary for r-robustness [11] , and while the value of the algebraic connectivity is ensured, neither a final set of edges nor final positions of the robots in space are guaranteed. We present an alternative to these shortcomings in Section IV. If the communication model allows, the results in Section III can be applied directly to teams of robots. For this purpose, we define the function add(v i , v j , E) to add the edge (v i , v j ) to the edge set E in the appropriate context: if it is a robot network, this implies that robots i and j are to satisfy (2) to create an edge. Similarly, the function remove(v i , v j , E) removes the edge (v i , v j ) from the edge set E: if it is a robot network, this implies that robots i and j are to satisfy (2) to break an edge.
III. CONSTRUCTING RESILIENT GRAPHS
In this section, we address the systematical construction, enlarging and modification of resilient graphs or robot teams.
A. The Relation Between F , r and n
Following Theorem 1, the value of r can be expressed as a function of the integer parameter F as follows:
The relation between n and r is shown next. Let two disjoint nonempty subsets of V be denoted by S 1 and S 2 . We consider the worst case scenario, which is when the pair of disjoint subsets allows for the least number of potential neighbors outside one set. This is the case when
, where x is the smallest integer equal or larger than x. Since every different pair of disjoint subsets will allow for more potential neighbors, it is this case that limits the value of the parameter r that the graph can satisfy. Therefore, n 2 is the maximum value of r for an r-robust graph of n nodes. The minimum number of nodes necessary to achieve an r-robust graph is then Table I shows the minimum values of n and r that are sufficient for resilient asymptotic consensus for the first five nonzero values of F . While increasing the number of nodes might not increase the number of malicious nodes that can be dealt with, it does impose the burden of ensuring enough connectivity among the nodes to satisfy the requirements for r-robustness: having n between 5 and 8 only allows for F = 1 and r = 3. On the other hand, having n = 13 allows for the value of F to be 1, 2 or 3, while r can take the values of 3, 5 or 7, depending on the chosen set of edges E. This characteristic will be exploited in Section III-D.
Having defined the minimum value of n to construct r-robust graphs for every value of F in equation (5), it is possible now to construct graphs of n nodes that, by design, satisfy r-robustness for the corresponding F , thus enabling resilient consensus. In order to do this, we will consider pairs of disjoint non-empty subsets of V , S 1 and S 2 , such that |S 1 | < |S 2 |. The graphs will be designed so that the burden of satisfying r-reachability rests upon the subset with the smallest number of nodes, S 1 .
B. F -Elemental Graphs
Based on equations (4) and (5), we define an F-elemental graph as follows:
Definition 5: F -elemental graph. An F -elemental graph is a graph with n = 4F + 1 nodes that is r-robust with r = 2F + 1 for some positive integer value of F .
Note that for these values of r and n we have
As a consequence, the subset S 1 will always have r − 1 or less nodes, since it the smallest between S 1 and S 2 . We now describe a method to construct F -elemental graphs. Proposition 1: Let V be a set of n = 4F + 1 nodes. Assign edges from each of r − 1 = 2F nodes to every other node. Create edges among the remaining r = 2F + 1 nodes so that they form a connected subgraph. The resulting graph G is r-robust.
Proof: Let the subset of the r − 1 nodes each connected to every other node be denoted by S r −1 , and the subset of the remaining r nodes be denoted by S r . Let S 1 and S 2 be disjoint non-empty subsets of V such that Suppose S 1 S r −1 = ∅, and let v i ∈ S 1 S r −1 . Then,
Algorithm 1: Create the Edges of an
Suppose now that S 1 S r −1 = ∅, so that S 1 ⊂ S r . By construction, each node in S 1 is connected to the r − 1 nodes in S r −1 . Since the nodes in S r form a connected subgraph and
, so that there is at least one node v j ∈ S r \S 1 connected to a node in S 1 , and let this node in S 1 be v i . Therefore, |V i \S 1 | ≥ r − 1 + 1 = r, which makes the set S 1 r-reachable.
Since S 1 either contains at least one node in S r −1 or contains none, the subset S 1 is always r-reachable, which makes the corresponding graph G r-robust.
The algorithm corresponding to the construction of Felemental graphs is shown in Algorithm 1.
The function connected takes as input a set of 2F + 1 nodes V s and returns a set of edges E s such that the graph G s = (V s , E s ) is connected. Examples of G s to choose from are a star, a path or a complete graph. An example of how to construct a 1-elemental graph using Algorithm 1 is shown in Fig. 2 . Adjacency matrices of 2-elemental graphs constructed using different connected subgraphs are shown in Fig. 3 . When using the minimum number of edges for the subgraph, as with a star or a path, Algorithm 1 creates 6F 2 + 3F edges. Following the definition of graph density used in [15] , and because the maximum number of edges that the algorithm can create is the one corresponding to the complete graph, the graph density is in the range ρ (G) = [
. As a consequence, by directly synthesizing robust graphs, we circumvent the necessity of validating robustness, which is coNP-complete [10] .
It is possible to bound the algebraic connectivity of a graph as a function of its minimum degree and number of nodes. From the work in [16] and [17] , the algebraic connectivity is bounded by
The smallest possible minimum degree of a node among all graphs constructed by Algorithm 1 is d min = r, as in the case of the function connected creating a star or path subgraph. The largest possible minimum degree of a node among all graphs constructed by Algorithm 1 is d min = n − 1, which corresponds to the complete graph with n nodes. For an F -elemental graph with r = 2F + 1, n = 2r − 1 = 4F + 1, equation (7) results in
The bounds in (8) show that F -elemental graphs product of Algorithm 1 may have lower algebraic connectivity than graphs of the same number of nodes obtained by enforcing the previously known bound on the algebraic connectivity (3). Fig. 4 shows the plot comparing the algebraic connectivities of graphs from Algorithm 1 to the bound (3).
C. Composition of Resilient Graphs
Algorithm 1 shown in the previous section is a simple way of constructing graphs that satisfy r-robustness with the minimum number of nodes. However, by definition, they are limited in the number of nodes. From the results in [8] and [9] , a new node can be added to an r-robust graph while maintaining rrobustness if the number of edges between the new node and the nodes already in the graph is at least r. This method can be used sequentially to add any number of nodes.
We present now a new method that allows for the systematic appending of a subset of an F -elemental r -robust graph to an r-robust graph. This method ensures that the resulting graph is min (r , r)-robust. Since the nodes to append are a subset of an F -elemental graph, the edges that will append them to the initial graph can be readily obtained from their current F -elemental graph topology. As a consequence, we circumvent the necessity of designing the edge set by hand (one-by-one). This is possible due to the following property of F -elemental graphs. From the proofs of Proposition 1 we have:
Corollary 1: The elements of the power set of a subset of r − 1 nodes corresponding to an F -elemental r-robust graph G, are r-reachable.
Consider a r a -robust graph G a = (V a , E a ). It is desired to add n new nodes to the graph. To do this, we create an auxiliary Let the subset of edges among the nodes in V n be denoted by E n . Let the subset of nodes in V b \V n that share an edge with the nodes in V n be denoted by V o , and let the subset of edges that connect nodes in V n to nodes in V o be denoted by E no .
Nodes in set V n will be appended to nodes in V a conserving E n , and using the elements of E no but with nodes in V a substituting those in V o . The number of nodes in 
Node set V and edge set E.
end for 9: end for 10:
and define a function g as in (11) 12: add elements of V a to V 13: add elements of V n to V 14: add elements of E a to E 15: add elements of E n to E 16: for every (v i , v j ) ∈ E no do 17:
The upper bound is conservative, since it considers that at least one of the selected nodes to append in V n has the maximum possible number of neighbors, n − 1 = 4F b . Suppose we use F b -elemental matrices from Algorithm 1 and we only use nodes that have r edges associated with them. Then, since |V o | = r = 2F b + 1, we must ensure that
, and the bounds for F b would be
The new graph is given by G = (V, E), where Suppose now that S A V a = ∅ and S B V a = ∅. Since V a is an r a -robust graph, at least one set of the pair (S A V a , S B V a ) is r a -reachable, and therefore, either S A or S B is r a -reachable.
Then, there is either an r a or r b reachable set for every pair of disjoint non empty subsets of V. Therefore, the graph G = (V, E) is min (r a , r b )-robust.
The complexity of Algorithm 2 is O(F 3 ). As an example, consider the process of adding n = 2 nodes to the 1-elemental graph, which will be G a . Then, using (9) F b is constrained to 1 ≤ F b ≤ 5 4 , which only allows for the integer value F b = 1. Then, G b is the 1-elemental graph, which can be constructed using Algorithm 1 as shown in Fig. 2. Fig. 5 shows the graphs G a and G b . Let us select the subset of nodes V c = {v 6 4 , v 5 }, and define f (8) = 4, f (9) = 5, f (10) = 3. The resulting graph has the nodes V = V a {v 6 , v 7 } and the edges E = E a E n {(v 6 , v 4 5 )}, which corresponds to Fig. 6(c) . Note how the sets of edges were either directly copied or mapped from G b , instead of having to define one by one. The relevance of this feature becomes evident as the number of nodes and edges increase.
Note that the strategy mentioned in [8] and [9] of continually adding nodes with incoming edges from at least r nodes is a particular example of application of Algorithm 2, with n = 1 and an F b -elemental graph obtained using Algorithm 1 with an appropriate subgraph to get the desired value of r ≤ |V o | ≤ n − 1. Fig. 6 shows a depiction of graphs and the corresponding adjacency matrices obtained by adding new nodes to the 1-elemental graph such that each new node is connected to 3 nodes every time, thus conserving the 3-robustness. Algorithm 2 allows for an easy way to create adjacency matrices for r-robust graph of the desired F , r and n values, using the appropriate input graphs. These graphs could be useful in diverse cyberphysical systems, where communication links can be established based on the need for r-robustness. Since the adjacency matrices can be constructed directly, it is easy to decide what communication links should be created and which ones are redundant. The matrices satisfy the graphs up to isomorphism, and therefore, permutations can be found so that the optimal matrix can be selected based on some cost optimization related to a particular problem.
D. Increasing or Decreasing the Resiliency of the Graph
The algorithms described in the previous sections can be used to construct r-robust graphs of any number of nodes starting from F -elemental graphs. Assume we have a graph with 9 nodes that is 3-robust. As seen in Fig. 6 , such a graph could be the result of using Algorithm 2 in succession. Yet, according to Table I,  9 is the minimum number of nodes to create a 5-robust graph, that is, the 2-elemental graph. In other words, based on the number of nodes present, the graph is capable of a higher robustness. In this section, we deal with the problem of increasing or decreasing the robustness of a graph when the number of nodes allows for it. This modification can be achieved by changing the edge set of the graph to satisfy the requirements of the desired rrobustness. Using Algorithms 1 and 2 to create r-robust graphs of the desired n to use as a template, graph matching can be used to obtain the sufficient edge set. Based on [18] , we briefly state the version of graph matching that best suits the objective as follows.
Let P = {π : V → V } the space of node permutations, and let P ∈ P be a permutation matrix such that {P ∈ {0, 1} {n ×n } |P 1 = P T 1 = 1}. A permutation π is a bijection that maps a node v i in graph G A to a node π v i in a graph G A . The corresponding adjacency matrices are related by A = P T AP , where P is the matrix representing π.
Let A and B be the associated adjacency matrices corresponding to graphs G A and G B , both with n nodes. The version of the graph matching problem that will be used in this paper is to find the solution P * to the following optimization problem:
where · F is the Frobenius norm on matrices. For a comprehensive review on graph matching, the reader is referred to [19] . Recent work on how to solve the optimization problem can be found in [18] , [20] . The algorithm used in this paper is based on [21] . Initialisation :
end if The graph matching problem (12) can be directly applied to the problem of modifying the r value of an r-robust graph, when feasible. Let us further characterize G A by letting it be r Arobust. Suppose that n ≥ 2r B − 1, that is, n is large enough for G A to be r B robust. Let G B be an r B -robust template graph of n nodes. G B can be computed by any method, including the ones studied in previous sections. Substituting the corresponding adjacency matrices A and B in (12) and solving for P * , allows for the computation of the permutation of P * of B that is closest to A in the sense of the Frobenius norm. Then, the elements M ij of the matrix M = P * BP * T − A indicate the changes needed in the set of edges E A according to the following:
While M ij = 1 indicates that an edge must be included in the edge set, M ij = −1 indicates that an edge is not necessary, nevertheless, leaving it does not affect negatively the desired result. The algorithm is presented in Algorithm 3.
Claim 2: The resulting graph G = (V, E) from Algorithm 3 is r-robust. Proof: Let the adjacency matrix associated with the graph G be A G . This adjacency matrix is equal to
Then, A G is a permutation of B, making G and G B isomorphic. Therefore, since graph G B satisfies r-robustness, graph G also satisfies r-robustness. The main idea behind Algorithm 3 is that the edge set of an r-robust graph is imposed onto a set of nodes. Fig. 7 shows the adjacency matrices involved in applying Algorithm 3 to the graph shown in Fig. 6 (e), which is 3-robust and has 9 nodes, to make it 5-robust. The template of a 5-robust graph used is the 2-elemental graph obtained by using Algorithm 1. The final result is a graph whose adjacency matrix corresponds to a permutation of the adjacency matrix associated with the 2-elemental graph.
IV. RESILIENT FORMATIONS OF ROBOTS WITH COMMUNICATION CONSTRAINTS
In this section, we address the practical problem of constructing resilient formations of robots while enforcing the communication model (2) . Because of the communication constraints, edges can no longer be arbitrarily created among any nodes as in the previous sections, so that a resilient group of robots cannot be created or enlarged as freely. The spatial arrangement of the robots must now satisfy an r-robust adjacency matrix which depends on the communication constraints. Furthermore, to increase the number of robots in an r-robust spatial arrangement, new robots should create edges with the robots closer to the boundary of the group, since robots in the interior of the group will be out of range as the group gets larger.
In spite of the limitations imposed by the communication model, it is possible to design formations that are r-robust and scalable in the number of robots. Once the coordinates of a spatial arrangement are provided, algorithms such as [22] and [23] can be used to command each robot the trajectory to follow to get into one of the suitable locations, taking into consideration the robot's physical size and avoiding collisions among robots. Following model (2) with R as the radius of communication, we present an example of a group of robots going into an arrangement in the plane that preserves its r-robustness with every new robot that joins the group. Using Algorithm 1, we can create a fully connected 1-elemental graph of 5 nodes. Let each node represent a robot, and let them be distributed in the corner and the center of a square. To have some robustness against position errors and noise, suppose we want to ensure that the maximum distance between two robots is d such that d ≤ R. Then, two non-adjacent corners of the square would be a distance d apart, and the sides of the square would be of length √ 2 2 d. As mentioned in Section III-C, when the parameters n = 1 and F b = 1 are used in Algorithm 2, we conclude that, for a new robot to join the group and preserve 3-robustness, it must be set in the vicinity of at least 3 robots. By repeating the square pattern throughout the plane, we can find a position for a new robot to fill so that the 3-robustness is kept. Fig. 8 shows a simulation of a group of robots building up a swarm, using the CAPT (Concurrent Assignment and Planning of Trajectories) algorithm [22] to go to the corresponding goal locations. Distributing the robots in 
V. CONCLUSION AND FUTURE WORK
In this paper we present algorithms to create r-robust graphs with the minimum necessary number of nodes, which we call Felemental graphs. Larger r-robust graphs can be built appending these elemental graphs sequentially to other r-robust graphs. An algorithm to change the parameter r of a graph is also presented. A summary of the algorithms is presented in Fig. 9 . These algorithms can be used to construct r-robust adjacency matrices of any desired size, which can be used to connect the necessary nodes to achieve r-robustness in a network. Finally, we use the idea of increasing the number of nodes in an r-robust graph while maintaining r-robustness to construct networks of robots in the plane. These results are used to derive resilient robot formations which have applications to formation flight, vehicle-to-vehicle networks and multirobot teams.
There are open problems to explore based on the ideas presented here. The algorithms shown ask for conditions on the number of nodes and edges of the graph, but allow the use of any permutation of the nodes. In terms of the associated adjacency matrices, any isomorphism of the corresponding matrix will work. This means that the specific connections among the nodes of the graph can be chosen, for example, by finding the optimal isomorphism of an r-robust adjacency matrix. The function to optimize could be a weighted version of (12), adding weights to the set of edges. In the case of networks of robots constrained to a distance-based connectivity model, selecting an appropriate structure to place the robots is also an open problem that depends on the particular needs of the task to perform, as well as on the communication model among the robots.
